
Biocryptodisk SK301 is a portable AES 256-bit encrypted 
�ash storage device with built-in smart card reader. The access 
to the AES encrypted �ash storage is enabled by the enrolled 
smart card which is external to SK301.  

Once the smart card is inserted into SK301 card reader and 
authenticated, the USB Flash Storage unit is visible to the 
operating systems and the AES (256-bit) encrypted �ash 
memory can be used. The on the fly hardware AES

Biocryptodisk SK 301
AES Encrypted Flash Storage

With Built-in Smart Card Reader

Special Features

Multifactor authentication
Supports Digital Signature 
Common Criteria EAL 3+ certified (for Card Reader IC)
OMNIKEY® Smart@Key Chipset
On board AES (256-bit) En/Decryption
Driverless and Cross Platform
Portable, Secure, Zero-footprint 

Host Interface

Host Interface USB2.0 High Speed, CCID
Power Supply Bus Power

Smart Card Interface

Standards ISO 7816 & EMV2 2000 Level 1
Protocols T=0, T=1
 2-wire: SLE 4432/42(S-=10),
 3-wire: SLE 4418/28(S=9),
 I2C (S=8)
Card Size ID-1
Smart Card Interface Speed 420kbs (when supported by Card)
Smart Card clock frequency Up to 8MHz
Supported card types 5V, 3V and 1.8V Smart Cards
 ISO 7816 Class A, AB and C
Power to Smart Card 60mA
Smart Card detection Automatic Detection of Smart Card
 type/Short circuit and thermal
 Protection
8 Pin Handling C4/C8 supported

Supported APIs

PC/SC driver (ready for 2.01)
CT-API (on top of PC/SC)
Synchronous-API (on top of PC/SC)
OCF (on top of PC/SC)
SPE-API (Secure PIN Entry, on top of PC/SC)

Hardware Specifications

Dimensions (LXWXH) 74.7mmX27.4mmX14.9mm
Weight 23g
Operating Temperature 0C to 50C
Operating Humidity 10-90% rH
Composition PC
Durability 100,000 insertions
MTBF 500,000hours

PC/SC Driver Support

Windows 98/ME, 2000 / XP(32-bit), 2003 Server
Windows CE 5.0/CE.NET (depending on hardware) 
Windows XP 64bit (AMD64, EM64T, IA64)
Windows Vista (32bit/64bit)
Linux
Mac OS X

Flash Storage Feature

Memory Sizes                                4GB-16GB
Erase Cycles                                   >100,000 times
Retention Time                             10 years
Read operation                             up to 24MB/s (typical up to 15,1MB/s)
Write Speed                                    up to 18MB/s (typical up to 7,6MB/s)
Operating Temperature              0 ºC ~ +60 ºC
Storage Temperature                   -40 ºC ~ +85 ºC
On Board AES (256-bit) En/Decryption  
No Driver required for windows XP/Vista/7, MAC OS, Linux 

Card Reader Compliance/Certification by OMNIKEY®

Microsoft WHQL
EMV2 2000 Level 1
ISO 7816
HBCI
CCID
Common Criteria EAL 3+

Safety / Environmental

CE
FCC
RoHS 
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(256-bit) en-/decryption of mass storage data is 
transparent to user.

Biocryptodisk SK301 together with a smart card 
provides a portable 2-factor authentication token. As 
the authentication and enrollment of smart card for 
secure storage does not require any PC software, the 
portable secure storage is therefore OS independent 
and cross platform compatible.


